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Mirdl lesz sz6? SIGONTAGTD

1. - Tamadasok, kartevok, exploitok, tendenciak

2. - Amirél kevés sz6 esik: allami kartevok

3. - Gyenge lancszem-e az ember?

4. - Ameg nem tanult lecke esete az I0T eszkdzokkel
5. - Mit érdemes megtanulnunk mindebbdl?
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Tamadasok, kartevok, exploitok, tendenciak smONTAcTD

Novekvo kihivasok, incidensek

- 2012. Linkedin - 6.5 milli6 account Biggest DATA BREACHES of the 21st century
crpommed optemitees e

- 2012. New York Times szerkesztdség

Equifax - 143m
- 2012. Sony - 24 mrd USD veszteség .

- 2013. Target aruhazlanc ptven [ 78.8m
- 110 m ugyféladat, ooy [ 1o5m
- 40 m bankkartya —— -
- 290 mUSD kar .

- 2013. Adobe 150 ugyféladat g
- 3.2 m hitel- és bankkartya adat ragetsiores [ t2om
- forraskodok e [ 5m

usnm TP\ nnel

- 2014. Apple iCloud - Fappening Mancgerent OPM
o Reddlt, 4Chal’l Sony’s PlayStation Network .77m

RSA Security I 40m
Heartland Payment Systems - 134m
TIX Companies, Inc. - 94m

j2m

- 2018. Equifax - 143 m kiszivargott adat
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LATEST EQUIFAX HACK COULD BE THE WORST TO DATE

Yahoo € 1,000M
Yahoo 500M
Myspace ) 427M
eBay eby 145M
Equifax e _ 143M
Linkedin  [f}} 117M
vk 101M
AoL Aol. 92M
Sony PSN . 77M
Dropbox &8 69M |
NOTE: Numbers of compromised records
Tumble o 65M in selected large-scale data breaches.
0 200 400 600 800 1000

SOURCES: Statista BUSINESS INSIDER
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Tamadasok, kartevok, exploitok, tendenciak SlGﬂNTAGTD

Hatalmas mennyiségli adat, 6riasi a kar, draga az incidensek kezelése

- 2012. LinkedIn - a jelsz6é sima SHA1-ben, hianyzé salted hash
- 2013. Apple iCloud - hianyz6 Find My iPhone brute-force ellenérzés

LATEST EQUIFAX HACK COULD BE THE WORST TO DATE

1,000M

Equifax
Linkedin
VK
AOL Aol.
SonyPSN b

S
Dropbox X 2

NOTE: Numbers of compromised records
in selected large-scale data breaches
Tumblr

800 1000

SOURCES: Statista BUSINESS INSIDER
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Tamadasok, kartevok, exploitok, tendenciak SICONTACTL)

- 2018. majus Equifax

- Hitelmindsitést vegeznek! . .
Missed patch caused Equifax data

B 3 breach
- 143 m kiszivargott adat

Apache Struts was popped, but company had at
least TWO MONTHS to fix it

- Elmaradt hibajavitas By Simon Sharwood, APAC Editor 14 Sep 2017 at 02:09 10(Q SHARE ¥

Equifax has revealed that the cause of its massive data breach was flaw

- CVE-2017-5638: 2017.03.10. it should have patched weeks before it was attacked.

The company has updated its www.equifaxsecurity2017.com/ site with a
new “A Progress Update for Consumers” that opens as follows:

Equifax has been intensely investigating the scope of the
intrusion with the assistance of a leading, independent
cybersecurity firm to determine what information was accessed
and who has been impacted. We know that criminals exploited a
U.S. website application vulnerability. The vulnerability was
Apache Struts CVE-2017-5638. We continue to work with law
enforcement as part of our criminal investigation, and have
shared indicators of compromise with law enforcement.
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Amirdl kevés szo6 esik: allami kartevok SIBONTAGTD

- 2010. junius Stuxnet az irani Busheri atomerémad uranium dusité szabotalasara

- 2010. november - Stuxnet kddja a darkneten
- 2012. november - Chevron (egyik legnagyobb amerikai olajcég) halézataban a Stuxnet
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"Minden kartékony kod (Stuxnet, Flame, Duqu,
Gauss, Careto, stb.) elobb-utobb nyilvanossagra
kertl, modositjiak, masoljak, ingyenesen terjesztik,
vagy éppen eladjak, nem tarthato kordaban."
(Mikko Hypponen)
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"Minden kartekony kod (Stuxnet, Flame, Duqu,
Gauss, Careto, stb.) elobb-utobb nyilvanossagra
kertil, modositjak, masoljak, ingyenesen terjesztik,
vagy éppen eladjak, nem tarthato kordaban."
(Mikko Hypponen)
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Amirdl kevés sz0 esik: allami kartevék smONTAcTD

- 2011. Egyiptom "lekapcsolta" az internetet

- 2014. szeptember - Ukrajna, Lengyelorszag Black Energy trojai, Java exploit

- 2015. december - Ukrajna: Aramszolgaltatok, KillDisk, aramsziinetek

- 2017. majus - WannaCry fert6zés

- 2018. Kinaban az ujgur kisebbségnek kételezé a mobiljara kémprogramot telepiteni
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Amirdl kevés szo6 esik: allami kartevok SIGONTAGTD

2017. majus - WannacCry fert6zés

Q PRIVACY AND SECURITY FANATIC T
By M Cs0 programmer with a spacial a

- USA a legnagyobb exploit felvasarlo
U.S. government is 'biggest buyer' of zero-day
- Shadow Brokers marciusban betort vulnerabilities, report claims
az NSA-hez és ellopta az EternalBlue S TL T s D 1 L SRR S 1. 1At O 115 (AR E
éS Doublepulsar eszkozoket 'biggest buyer' of zero-days and hacking tools

When it comes 1o exploiting zero-days for cyberweapons and cyber-spying,

China's not the onlv “devil"...we are too. accordina to a that
When it comes 1o exploiting zero-days for cyberweapons and cyber-spying MORE LIKE THIS
China’s not the only "devil"...we are too, according to a that

"biggest buyer in a burgeoning gray market

Nem ezt a zeroday sebezhetoséget keresed... N —

ual report to Congress [pdl] accused the
targeting U.S. govemment and defense

pionage to get its hands on
| new news, it's new for the Pentagon’s
action, the accusations "groundless”

which
e U.S. does in return. The U.S. spends
and constructing increasingly sophisticated
Keith Alexander that the

offensive cyberunits, designed to mount
computer networks.” Reuters that
je are "spending so heavily for information
stems, and on expleits taking advantage of

H of secunty research on its head.”
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MAY 12,2017 - 15:42: 21

e lugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

'E QUERY NAME

ronto lugerfsodp9ifjaposdfjhgos .
ontreal iugerfsodp9ifjaposdfjhgos
ontreal iugerfsodp9ifjaposdfjhgos

ronto iugerfsodp9ifjaposdfjhgos J!
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SICONTACTL)
2017. majus - WannacCry fert6zés

- 2017. WannaCry folt: készitési datuma: 2017.02.13. kibocsatva: 2017.05.15.
- Neel Mehta, Google security researcher szerint Eszak Korea, Lazarus csoport
- Marcus Hutchins, killswitch 10$, 2017.08. letartdztatas banki tréjai

Amirdl keves szo esik: allami kartevok

@ BlueCat MAY 12,2017 - 15:42: 21

o NED

me iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

DNS Activity

h' f‘_: >
El £ £ AL ' \-. "
&
05-12-2017 15:38:38 172.16.6.33 Toronto iugerfsodp9ifjaposdfjhgos ]I A
05-12-2017 15:38:30 172.17.0.21 Montreal iuqerfsc:n:lp9i1’]apostll'jhg<:-sL ‘l\ \
05-12-2017 15:35:17 172.17.0.99 Montreal iugerfsodpSifjaposdfjhgo: J]h
05-12-2017 15:24:25 172.16.6.67 Toronto iugerfsodp9ifjaposdfjhgo "h
I

05-12-2017 15:13:01
05-12-2017 15:07:19
05-12-2017 15:00:44
05-12-2017 14:53:43
05-12-2017 14:35:55
05-12-2017 14:17:20
05-12-2017 13:55:23
05-12-2017 13:35:17
05-12-2017 12:20:00
05-12-2017 11:49:45
05-12-2017 10:28:10
05-12-2017 215:21

05-12-2017 8:08:57

172.17.6.135
172.16.6.66
172.17.6.112
172.17.0.2
172.17.0.110
172.16.6.21
172.16.6.25
172.16.6.91
172.16.6.19
192.168.200.116
172.16.6.147
172.16.6.143
172.16.0.5

Vancouver

Toronto

Vancouver
Montreal
Montreal

Toronto
Toronto
Toronto
Toronto
Calgary
Toronto
Toronto
Ottawa
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iugerfsodp9ifjaposdfjhgod
iugerfsodp9ifjaposdfjhgog
iugerfsodp9ifjaposdfjhgos
iugerfsodp9ifjaposdfjhgosSSy
iugerfsodp9ifjaposdfjhgosy
iuqer‘fsodeifJaposdfjhgosl

iugerfsodp9ifjaposdfjhgo
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Gyenge lancszem-e az ember? Felhasznalok SIGUNTAGTD

ESET + Harris Interactive
- 16%-a sosem valtoztat jelsz6t, 18% nem reagal a jelszocsere figyelmeztetésre

HelpNetSecurity jelentés

- korabbi IT munkavallalék 25%-a azéta is régi jelszavaval hozzafér a hal6zatahoz

- 16%-nak az osszes korabbi munkahelyéhez van még az €16 hozzaférése

- Az adatsértések gyenge vagy eltulajdonitott belépési adatok miatt (Verizon statisztika)

Sailpoint felmérés
- Az elbocsatottak 14%-a 100 fontért (40 ezer HUF) eladna korabbi céges jelszavait

—‘
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Gyenge lancszem-e az ember? FONOkOk
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Yes. terrorists could have hacked Dick
Cheney’s heart

By Andrea Peterson -

Most Read

1 Donald Trump tried to call ot
Warren Buffett, He probably
expect this response.

2 Facebook Twitter and Insta
sent feeds that helped polic
minorties mn Ferguson and
Baltimore, report says

3 Bebeve &t or not, the bees ar
just fine

4 Anderson Cooper told Trum
sexual assault.” The Justice

Department agrees.

5 Federal appeals court rules
structure of CFPB is uncons!

Market Watch
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A meg nem tanult lecke esete az |oT eszk6zokkel SIBONTAGTD

2013.10. Dick Cheney pacemakere

- A korabbi amerikai alelnoknél . :
az orvcsok letiltonak a vezetsk Yes, terrorists could have hacked Dick

nélkiili képességeket Cheney’s heart

2013.11. Samsung TV

"Be aware that if your spoken
words include personal or other
sensitive information, that
information will be among the
data captured and transmitted
to a third party through your use
of Voice Recognition".

Market Watch

DJIA-L.09% NASDAQ -1.54%
On "60 Minutes" this Sunday, former Vice President Dick Cheney revealed that
his doctor ordered the wireless functionality of his heart implant disabled due to
fears it might be hacked in an assassination attempt. And despite literally being

a scenario from Homeland, that's a pretty valid fear.
Our Online Games

"It seemed to me to be a bad idea for the vice president to have a device that
maybe somebody on a rope line or in the next hotel room or downstairs might
be able to get into-- hack into,” explained Dr. Jonathan Reiner. Cheney

concurred, saying he found the threat "credible.”
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A meg nem tanult lecke esete az loT eszkodzokkel SICONTACTDD

2014.07. LIFX (Kickstarter) okosizz6 hack
- Sajat izenetcsomagok beinjektalasa, nincs elézetes hitelesités,
nincs riasztas, figyelmeztetés, naplézas

2016.09. DDoS loT botnet

- Tbps-es DDOS tamadéas 150.000 loT eszkoz altal France-based hosting
provider OVH volt az aldozat.

- H(t6, termosztat, CCTV, kamerak, routerek, stb.

o~
=T -—q -

- Animas Corporation OneTouch Ping
vércukorméro és inzulin adagolo eszkoz

|
|
h

7
-

2016.10. Tavolrél hackelheté inzulinpumpa ' \Qagf

- vezeték nélkdli, radiés taviranyitas

z " . e . . - - Y - -
- tavoli tamadd hamis Meter Remote utasitast L &R ol . ‘
adhat inzulin injekcié jogosulatlan beadasara .

Malware  Mobile  Reports RRIESTNIVEM Social Networks  Terrorism

- Jay Radcliffe biztonsagi kutat6

Animas OneTouch Ping Insulin Pumps could be

remotely hacked
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A meg nem tanult lecke esete az loT eszkodzokkel SICONTACTDD

- 50 milliard 10T eszk6z 2020-ra (IDC)

- gyartoi hozzaallas: gyors piacra lIépés a fo cél és a megfizethetd ar

- nincs security-re id6 és erdforras fejlesztési oldalon

- nincs frissités, vagy sokara és csak bizonyos eszkézdkre

- nem foglalkoznak vele a felhasznalok sem, nincs kialakult biztonsagtudat
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A meg nem tanult lecke esete az |oT eszk6zokkel smoNTAcT D

Szakmai minimum lenne:
- hitelesités

- brute force elleni védelem
- ne legyen hardcoded root password

- titkositas 1. (of a network-enabled device) vulnerable

2 tquIhe,to profil “This is a Smart TV. It can take pictures of me in my
- Virusvedelem bedroom.”

- rendszeres hibajavito frissités synonyms: backdoor

smart [sma:t], adjective
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Osszegzés S|GONTAGTD

- Elavult rendszerek, elavult virusirtd, védetlen kdrnyezet, sebezhetd szoftverek

- Nem érdemes sporolni a biztonsagon

- Minden vallalkozas védelme fontos: bedolgozdk, alvallalkozok

- Jelszo + AV + bedllitasok + mentés + frissitések + tudatossag

- Rendszeres biztonsagtudatossagi képzes

- A biztonsag nem allapot, hanem egy allandéan valtozé folyamat

- A titkositas és 2FA azonositas a védelem, és a GDPR megfelelés egyik tovabbi eszkdze
- A megel6zeés a legfontosabb
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Koszonom a figyelmet! SICONTACTD

Csizmazia-Darab Istvan

Sicontact, IT biztonsagi szakértd
csizmazia.istvan@sicontact.hu
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