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hiztonsag a digitalis vilaghan
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Csizmazia-Darab Istvan
Sicontact, IT biztonsagi szakeért
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- 1981. XT, 1982. AT, Basic, dBase, Clipper

- Nyugodt munka, minden egyszer(

- A programok egyetlen célja a hibatlan €s gyors mikodes
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On virus detection:

Diagnostics Targets: On virus detection:

Diagnostics methods:

Heuristic sensitivity:

Max.length [kBI1:
Name : nod32.log

- 1987. ESET: felvett kesztyl

- Védelmi programok igénye
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- Eseti fajl fertbzes veszelyek

- MBR elmentése utan annak felulirasa
- Virusok szamanak exponencialis emelkedése

- Mentesités, helyreallitas (szignatura alapu keresés)
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- Lopakodas, rejtézkodes, adatmegsemmisités, szabotazs
- 2003. SQL Slammer (Zaphyre worm) MS SQL exploit, 205e gép, 1 mrd USD kar

- Frissitések fontossaga
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Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

2015: wow | was so stupid last year
2016: wow | was so stupid last year
2017: wow | was so stupid last year
2018: wow | was so stupid last year
2079: wow | was so stupid last year

Pavmant will be raised o
Payment | be raised m_ Can 1 Recover M}' Files?
AMB/201T 00:47:35 Sure. We guarantee that you can recover all your files safely and easily. But you have
not $0 enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if vou don’t pay in 7 days, vou won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on
il How Do [ Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
= ol 5s. | o s

. LAY N S T PRy ey

SFA0M201T 00:47:55

Contact Us

2013. Cryptolocker és tarsai

2017. WannaCry (EternalBlue exploit, NSA vs. The Shadow Brokers)

mentések hianya

ransomware "elleni" biztositas
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: true

E_ID_CONFIG_KEY = HﬁﬂﬂﬁEﬁ FLANE_ID”

ME _TIME_CONFIG_ KEY =
AME_LOG_ PERCENTAGE ¢

AME _ UERSION CONFIG_KEY = :
ILCESSFUL_ INTERNET TIMES. COl‘lG . "
“CONNECTION_ ﬂl‘

_KE
GQTOR LERK BANDMIDTH_CAL

KEY ® ~GATOR . PROXY. DATA.PR
funct1on()
_FLAME_ m,comc.m)

o .FLAME_ m_couflf-.“"

. flame p

- 2010. Stuxnet— Iran

- 2013. Adobe hack

- 2018. Spectre és Meltdown - Intel x86

- 2019. Unencrypted data: Tesla, Facebook, etc.

- 123456, password, querty
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- automatizalt eszkozok

- teljes feketepiaci infrastruktura a darkweben

- bérelhet6 botnet for dummies, 7/24 support, nyelvi tamogatas
- RaaS - Ransomware as a Service

- sokféle tamado: script kiddie, hacktivist, allami kartevdk, ransomware, ipari kémkedeés, stb.
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- A virusirté nem halott

- Live Grid, Syslnspector, Exploit Blocker, Botnet Protection, Hal6ézati védelem, Antiransomware,
UEFI Scanner, stb.

- 1989. 6ta adatgyijtés-osztalyozas, 1995. 6ta gépi tanulas, a védelmi munkaban 7 féle Al

- ESET Dynamic Threat Defense: 3 kulon gépi tanulasi modell, utana sandbox (Uj ransomware)
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- AVTest.org: >953m egyedi kartevé - 1
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Last update. September 27, 2019 Copyright ® AV-TEST GmbH, www. av-test org

- 4.53 mrd netez6 (World Internet Users)

- 26.66 mrd netes eszkoz (Statista, 2025-re 75 mrd)
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BREAKOUT TIME BY ADVERSARY FOR 2018
BEAR ++++
CHOLLIMA ++ 4+

PANDA reemd + + + +

KITTEN oo + + + + \

SPIDER exmeemn (;!r(\

v

- Lappangasi id6 101 nap (iparagi atlag FireEye 2017.)

- Meghackelesi id6k a behatolast kovetéen: 18 perctdl - 5 ora
(Crowdstrike Glpbal Threat Report, 2019.)
(Oroszorszag, Eszak-Korea, Kina, Iran)

- Egyre tobb (nem csodafegyver) Al lesz mindkét oldalon



#The End?

rl
t"; function b(b){retu s
s element=a(b)};c- VERSIOH “3.3.
f"),d=d&&d.rep

a.Event("show. b,‘

TRANSITION_DU N= b
A lace(/.*(& #[*‘\s]*$)!, })

ﬂ " rdTarget:e[
E I|il L]

".L q"r(i}{ uSé‘ s (b){thls
, var csfunction
if:}gnu) "), deb.data( "target”); :if(d] | (d=b.attr("hre
I "), f=a.Event(“hide. bs.tab",{relatedTarget: b[e]}).e= - g i
tP;evented(J){var h!&(d),thls aCthﬂtE(b CJ-GSESt( 5+ ),Cj,t 5. . A z !Ll ||. || ll\
ger({type: “shown. bs. tab" ,relatedTarget:e[6]})})}}}.c¢. prototype § & iy N P =
.active”).removeClass("active”).end().find( ' [data- toggle—"tab! | i I-!,E!.lﬁ iy !I_u_
expanded”, 10),h?(b[0].of fsetWidth,b.addClass("in")) :b. removeCk, 4
ind(°[data-toggle="tab"]").attr("aria-expanded”, 10), e&&e() }va

111d.ind("> .fade").length);g. -fade"). length) ;g. length&&h2g.one("bsTransition’ R o= (= oo
" dea. . tag N W’i(??mca _a?.

-$target, scrollro
=C?!(e+this

/ s C. \
HE a-thls $target -Prototype, gEthnag :

-3CrollTo
°"t( P().b=th; «fEE
O'Ff et Oxy(thh ChECkqu1+.;- }(_\ji_g

32 éve szolgélunk és védunk!

Koszonom a figyelmet!

tor—c,a fn.tab. noCon i llilt? ' U B
ﬂf tlﬁﬂ(}{vdp d-E(TFl AT -— 31! % ) .....

-VERSION="3

un P(). f‘“‘lb $elem
~0&&"bottop } Pinidef, -Top)&&’ ‘ot

info@sicontact.hu

14 /14



	Dia 1
	Dia 2
	Dia 3
	Dia 4
	Dia 5
	Dia 6
	Dia 7
	Dia 8
	Dia 9
	Dia 10
	Dia 11
	Dia 12
	Dia 13
	Dia 14

